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DE-CIX GLOBEPEER TECHNICAL
SERVICE DESCRIPTION

ONMUC TEXHIYHUX NMOCNYT DE-CIX
GLOBEPEER

l. GENERAL PROVISIONS

l. 3ATAllbHI NONTOXXEHHA

1. Overview, scope of application

1. Ornap, cchepa 3acTocyBaHHA

This document contains the Technical
Service  Description (TSD) for the
GlobePEER product. This TSD is part of the
DE-CIX contractual framework.

[JaHnin JOKYMEHT MICTUTb OMUC TEXHIYHMX
nocnyr (TSD) npogykty DE-CIX GlobePEER.
[aHnin onnc TexHiYHUX MOCMyr € YacTUHO
poroeipHoi 6a3n DE-CIX.

This TSD shall apply only to the GlobePEER
product. The GlobePEER product may,
however, be a prerequisite for other DE-CIX
services. This document contains only
technical specifications and documentation.
Please consult the GlobePEER Special
Service Level Agreement (Special SLA) for
service levels.

HaHunin onuc TEXHIYHMX nocnyr
BMKOPUCTOBYETLCHA BUKITHOYHO ANSA NPOAYKTY
DE-CIX GlobePEER. [lpote, npogykt DE-
CIX GlobePEER moxe 6yt nonepegHbor
ymoBoto ang iHwux nocnyr DE-CIX. LUen
OOKYMEHT MICTUTb nuwe TEXHIYHI
XapaKkTepUCTUKK n OOKyMeHTaLito.
IHdbopMauia npo piBHi nocnyr BuKNageHa B
CneuianbHin yrogi npo piBHi nocnyr Aans
GlobePEER.

2. Amendment

2. [onoBHeHHA

This document may be revised and amended
at any time pursuant to the provisions of the
DE-CIX Agreement.

[aHnin gokyMeHT moxe ByTn nepernaHyTum i
OOMNOBHEHWN B ByOb-sKUA Yac BignoBigHO A0
nonoxeHb Yrogn DE-CIX.

3. Product prerequisites

3. Liroui nonepegHi ymoBM AnA
npoAykKTy

The GlobePEER Product requires the
following DE-CIX products for its normal
operation:

Onsa HOpMarbHOro PYHKLIOHYBaHHS
npoaykty GlobePEER HeobxigHi HacTymHi
npoayktu DE-CIX:
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o DE-CIX Access (see Master SLA and
DE-CIX Technical Access Description
(TAD)) at any data center location
that allows a local or remote!
connection to the  respective
GlobePEER region.

e DE-CIX Access (amB. OCHOBHY yrogy
Npo piBeHb Nocnyr i OnMc TEXHIYHOIo
goctyny DE-CIX (TAD)) B 6yab-
AKOMY  MICLIE€3HaXOMKEHHI  LIEHTPY

OOpOOKM JaHuX, skun  3abesnedye

nokanbHUn i BigganeHvin' 3B'd30k 3

BignosigHoro perioHy GlobePEER.

4.  Applicable standards

4, Litodi ctaHgapTn

Members' use of the DE-CIX network shall at
all times conform to the relevant standards
as laid out in STD0001 and associated
Internet STD documents.

Mpwn BuKopucTaHHi mepexi DE-CIX ydyacHuku
3aBxamn NOBWHHI noTpumMyBaTucs
BiONOBIAHWX CTaHOapTiB, BUKMAAEHUX Yy
STD0001, i BignoBigHOI OOKYMeHTauil no
cTaHgapTax.

Il. DATA LINK-LAYER
CONFIGURATION (ISO/OSI LAYER
2)

II.  KOH®II'YPAUIA PIBHA TMEPEOAMI
OAHUX (ISO/OSI PIBEHb 2)

1. Bandwidth

1. Cwmyra nponyckaHHS

Bandwidth of the GlobePEER product must
be explicitly configured if the agreed
bandwidth for GlobePEER differs from the
bandwidth of the access or bundle of
aggregated access, on which the
GlobePEER product is used.

Cwmyra nponyckaHHa npoaykty GlobePEER
NOBMHHA MaTK BCTAHOBIEHY KOHirypadito,
AKLWO Y3rokeHa cMyra nponyCcKkaHHA Ans
GlobePEER  BigpisHaeTbca  Big  cMyrn
NponyCcKaHHSA aoctyny abo ny4ka
arperoBaHoro aocTyny, Ha AKNX

1 Some Exchange locations of DE-CIX are interconnected. At those locations customers can book the
access to the GlobePEER region at the remote locationas an additional service, e.g., customers of DE-CIX
New York region can order the access to the DE-CIX GlobePEERFrankfurt region. / Jesiki 3amiHioBaHi
MmicuesHaxomkeHHss DE-CIX B3aemonoB'dsaHi. Y Takux Micusax posTallyBaHHS KOpUCTyBadi MOXYTb
pe3epByBaTtn goctyn Ao perioHy GlobePEER 3 BigganeHoro micLue3HaxomKeHHs Sk A0AaTKOBY MOCHyry,
Hanpuknag, kopucTyeadi perioy DE-CIX Helo-Mopk MoxyTb 3amoBuTM goctyn Ao periony DE-CIX

GlobePEER ®paHkdypT.
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BUKopucToBYyeTbCs npoaykT GlobePEER.

2. Frame types

2. Tunu pamok

The following general policies shall apply:

3acToCoBYIOTLCA HACTYMHI NOMITUKN:

Frame type (ethertypes)/ | Policy / Enforcement /
Tun pamku (ethertypes) MoniTuka BukoHaHHSA
0x0800 — IPv4
Allow /
0x0806 — ARP -
Hos3sonntu
0x86dd — IPv6
Strict — all frames other than
_ allowed types are dropped /
All other types / Discard / ) )
L Ctporo — BigkmgaTbCsl BCi
Bci iHWi TMnun He BpaxoByBaTu
Kagpw, 3a BUHATKOM
[03BOMNEHNX

3. MAC address configuration

3. KoHdpirypauis MAC-agpecu

All frames forwarded to the GlobePEER
service shall have the same source MAC
address.

Bcei
GlobePEER, noBumHHI MaTu Ty X BUXIOHY
MAC-agpecy.

paMKku, HanpaeneHi Ha  nocnyry

4. Broadcast/Multicast Traffic

4, LnpokomoBHui/baratoagpecHumn
Tpadik

The
broadcast/multicast traffic

following policies shall

apply to

HacTynHi noniTMkn BUKOPUCTOBYIOTLCA AN
LUMPOKOMOBHOro/6aratoagpecHoro Tpagiky

1 June 2016, version 2.0/
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Protocol / Policy / Enforcement /
MpoTokon MoniTuka BuKOHaHHSA
Broadcast ARP (excluding
Allowed, but
proxy ARP), o
_ _ rate limited
multicast IPv6 Neighbor
. to 1,000kbps
Discovery (ND) / /
LLnpokomosHun ARP-
Odos3BoneHo, |-
NPOTOKOJ (32 BUHATKOM
_ ane 3
npokci- ARP), O
. OOMeXeHHAM
GaraTtoagpecHUin NpoTOKON .
_ _ LWBUAOKOCTI
IPv6 Neighbor Discovery
Ao 1 000 kbl/c
(ND)
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All other types, i.e. including,
but not limited to:

- IRDP

- ICMP redirects

- IEEE802 Spanning Tree

- Vendor proprietary
discovery protocols (e.g.
CDP)

- Interior routing protocol
broad/multicasts (e.g. OSPF,
IS-1S, IGRP, EIGRP)

- BOOTP/DHCP

- PIM-SM

- PIM-DM

- DVMRP /

Bci iHwi Tvnn, To6T0 B TOMY
yuncni, ane He obMeXyuncb
HUMN:[]

- IRDPO

- ICMP, nepenpuaHayeHHA
- IEEE802, 3B's3ytove
Aepesol]

- JliueHsinHi (nponpieTapHi)
NPOTOKONN BUSIBIIEHHS
MocTavanbHWKa
(Hanpuknag, CDP)U

- BHyTpiWwHi npoTokonu
MapLupyTmaauii,
LLMPOKOMOBHI/6araToagpecHi
(Hanpuknag, OSPF, 1S-1S,
IGRP, EIGRP)O

- BOOTP/DHCPO

- PIM-SMO

- PIM-DMO

- DVMRP- PIM-DM

- DVMRP

Discard /
He
BpaxoByBaTu

Discarded, unless specifically allowed /
He BpaxoByeTbCH, SKWO OKPEMO He
[J03BOJIEHI
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. IP  LAYER  CONFIGURATION
(ISO/OSI LAYER 3)

. KOH®IF'YPALIA IP-PIBHS (ISO/OSI
PIBEHb 3)

1. Interface configuration

1. KoHdirypauisa iHTepcency

Interfaces connected to DE-CIX ports shall
only use IP addresses and netmasks (prefix
lengths) assigned to them by DE-CIX. The
assignment will be provided in writing (e.g.
email) during the provisioning process. In
particular:

IHTepdencu, npuegHadi o noptie DE-CIX,
BUKOPUCTOBYIOTb  BUKIOYHO IP-agpecn
Mackm  Mepexi  (OoBXuHa  npedikcis),
npusHadeHi Im  DE-CIX. [lpusHayeHHs
HagaeTbCa B MUCbMOBINM hopmi (Hanpuknag,
No  EneKTPOHHIN  nowTi) B  Npoueci

iHiLianisauii. 3okpema:
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Parameter /
MapameTtp

Policy /
MoniTunka

Remarks /
MpumiTkm

IP addresses (IPv4, IPv6),
including subnet mask for
your interfaces /
IP-agpecu (IPv4, IPv6),
BKITHOYAKOYN MaCKy
nigmepexi ans Bawmnx
iHTepdencis.

IPv4 required /
HeobxigHa
IPv4

At least the IPv4 address has to be
configured /
Ak MiHiMyM, HeoOXigHO HanawTyBaTK

agpecy IPv4

IP address of route
servers /
IP-agpeca cepBepiB

Required for
credit claim /
HeobxigHa ansa

Configure at least one BGP session to
one route server to be able to claim
credits for the GlobePEER service.
Advertising routes are not a requirement.
/

HanawTyBatTn §K MiHIMyM OAWH CeaHC

npeTeHsii no BGP ans OQHOro cepBsepa
MapLUpyTmM3auji
Kpeauty MapwpyTmsauii  gns  3abesneveHHs
npeTeHsin no kKpeauTax Ana nocnyru
GlobePEER. AHOHCylOUi MaplpyTuM He
0060B'A3KOBI.
2.  Additional configuration parameters ‘2. HopaTtkoBi napameTpu KOHirypauii ‘
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Parameter / Policy / Remarks /
MapameTp MoniTuka Mpumitkn
i No auto-
IPv6 addresses (link-local & _ _ L
configuration | All IPv6 addresses must be explicitly
global scope) / _
/ configured /
Apnpecu IPv6 . . ) ) )
) . BiacytHicTb Bci agpecu IPv6 noBMHHI Oyt uiTKO
(BHYTpiLWHBbOKaHaNbHa n . _
aBTOMATU4HOI | HanawToBaHi
rnobanbHa obnacTb) .
KoHdirypaduii

IPv6 address (site-local) /
Appeca IPv6 (nokanbHa
agpeca Aanst MepexeBoro

Not allowed /
He

IPv6 site-local addresses must not be used
/
JlokanbHi agpecu IPv6 gna mepexeBoro

[O03BONIEHO _
BYy3na) BYy3Nna He NoBWHHI BUKOPUCTOBYBATUCS
Standard IP MTU size must be explicitly set
to 1,500 Bytes, unless explicitly agreed in
Fixed size/ writing. /
Standard MTU / . )
. BusHauyeHuun Poamip IP-agpecn ctaHgaptHoro MTU
CraHgaptHun MTU ] . -
po3mip NoBMHEH ©OyTM YiTKO BM3HAYEHUN Ha
1500 6anT, SKWO iHWe He MnorogXeHo
NMMCbMOBO.

3. Routing configuration

3. KoHdirypauia mapwpyrtusaudii

The customer system’s routing configuration

shall include the following policies/settings:

KoHdpirypauis MapLipyTu3audii - cuctemu

KOpMCTyBada BKMKOYMAE HACTYMHI  NONITUKN/

HanawTyBaHHA:
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Parameter / Policy / Remarks /
MapameTtp MoniTuka MpumiTkm
BGP Version / v.4only/
Bepcia BGP TiNbku v.4
No AS numbers allowed from ranges reserved for
Public only / private use across the entire DE-CIX network. /
AS numbers . . .
Tinbku Hemae posBoneHuMx Homepie AS B AianasoHax,
Homepu AS ] .
nyoniyHo 306epexxeHnx Ang NpUBaTHOrO BUKOPUCTAHHS B YCil
mepexi DE-CIX.
Members may use more than one ASN for their
DE-CIX peering, provided that each ASN
presented shares the same NOC and peering
_ contact details. /
Multiple ASN / Allow / ,
_ YYyacHMKM  MOXyTb  BUKOpucTOBYyBaTM  Binblue
Kinbka ASN Jossonutu )
ogHoro ASN ana B3aemogii B mepexi DE-CI 3a
yMOBKM, WO KOXeH npeactaeneHmn  ASN
BukopuctoBye Tom ke NOC i o0bmiHoeTbCH
KOHTaKTHUMW AaHVUMMW.
. Maximum All routes advertised shall be aggregated as far as
Route advertising / _ _
aggregation / possible. /
AHOHCUpOBaHMe ) )
MakcumanbHoe | YCi aHOHcOBaHi  MaplpyTu arperyiotbcd  go
MapLupyTa _
arperMpoBaHue | MakCUMaribHOro PiBHA.
1 June 2016, version 2.0 / www.de-cix.net Page 9|16/
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All routes advertised across the DE-CIX network
must point to the router advertising it, unless an

Route advertising Advertising agreement has been made in advance in writing by
—target IP / router only / DE-CIX and the members involved. /
AHOHCyBaHHSs Tinbku Yci aHoHcoBaHi mapuwpytn no Mmepexi DE-CIX
MapLupyTy — MapLUupyTM3aTop | NOBMHHI BKasyBaTM Ha MapwpyTtusatop, LWo
uinboBa IP-agpeca | aHOHCYBaHHS aHOHCYEe X, 3a BWHATKOM BUMNagkKiB, Komwu
komnanieto DE-CIX y nucbmoBin doopmi 1 3aB4acHO
Oyno yknageHo yrogy i3 3any4eHHsIM y4acCHUKIB.
Publi All routes to be advertised in a peering session
ublic
Route advertising _ _ across DE-CIX must be registered in the RIPE
_ _ registration _ _ ,
— registration / ired / database or another public routing registry. /
require
AHOHCyBaHHSs k . Yci mapuwpyTtn, gk nignaraloTb aHOHCYBaHHIO B
HeoGxiaHa _ :
MapLupyTy — 6ni CeaHci B3aemogil no DE-CIX, NOBWHHI
ny6niyHa
peecTpauis y . peectpyBaTtuca B 6asi aaHux RIPE abo B iHWwoMmy
peecTpauis . .
BIOKPUTOMY peecTpi MapLupyTusadii.
_ IP address space assigned to DE-CIX peering LAN
IP-address space | With

advertising /

permission only

shall not be advertised to other networks without
explicit permission of DE-CIX. /

AHOHCYBaHHS / _ .
. MNpocTip IP-agpecn, npusHadyeHnn DE-CIX ans
npoctopy IP- TinbKku 3a
B3aemogii 3 mepexeto LAN, He aHOHcyeTbcA AOris
agpecu 3roaoto _ , ,
iHLWKX Mepex 6e3 BignosigHoro aossony DE-CIX.
You can safely accept any routes announced by
) us, as all incoming advertisements are filtered
DE-CIX advertised ) i o
according to the configured policies. /
routes / Accept / . ,
_ . Bu moxete 6e3 BaraHb npumMMaTu BCi MapLupyTy,
AHOHCOBaHI MpunHATH

mMapupyTtu DE-CIX

AHOHCOBAHI HaMW, TaK SIK BCi BXiHi OrosioLleHHs
dinbTpytoTbCA  BignNoBiAHO OO  HanawToBaHOl
NOMiTUKN.

1 June 2016, version 2.0/
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4.  Traffic forwarding

4. Mepeaapecauisa Tpadiky

Traffic shall only be forwarded to a DE-CIX
member, if permission has been given by the
receiving member either:

Tpacbik nepeagpecoByeETHCA TiNbKN YHaCHUKY
DE-CIX, 4€KWO Yy4aCHUK, SKAA NpUAMaE,
oTpMMaB 4o3Bin abo:

e by advertising a route across the DE-
CIX network (directly or via the route
server)

e  LUMSAXOM @HOHCYBaHHsSi MapLupyTy Mo
mepexi DE-CIX (npsimo abGo uyepes
cepBep MapLupyTmsadii),

o or explicitly in writing

e abo B NNUCbMOBIN G opMi

5. Route server feature

5.  ®yHKUia cepBepa mapwpyTu3saudii

The DE-CIX route server system consists of
two servers running BGP. For normal
operation, only one is needed.

Cuctema cepBepa MapuwpyTtusauii DE-CIX
CKrnagjaetbCa 3  OBOX  cepBepiB, WO
yHKUiOHYIOTE No npotokony BGP. [Onsa
HOpMarnbHOI poboTn HeobXigHWA  TiNbKK
OOVH.

5.1 Minimum configuration

5.1 MinimanbHa KoHdirypauis

In order for the DE-CIX measurements of the
route server feature to function, and thus for
a customer to be eligible for any credits, at
least one connection to one route server
must be set up with the following parameters:

o6 3abesneuntun dYHKUiOHYBaHHS
BUMipOBaHb cepBepa MapupyTtusauii DE-
CIX i, Takmum 4mHOM, 3abe3neynTn npaso
KOpUCTyBaya Ha KpeguT, 9K MiHIMym Mae
Oyt HanarogxkeHe ofHe MiOgKNHYEHHS [0
OfHOro cepsepa MapLupyTuaauii 3

HaCTYMHUMW NapameTpamu:
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Parameter / Policy / Remarks /
MapameTp MoniTuka MpumiTkK
connection mode / Active / DE-CIX Side is configured as passive /
pPeXnM MigKNIYEHHs1 | AKTUBHUMA Ctopona DE-CIX HanawToBaHa gk nacnBHa
bgp enforce-first-as | Not allowed / Enabled by default, must be disabled manually
He po3BoneHo /
AKTUBYETBHCA MO 3aMOBYYBaHHIO,
AEaKTUBYETbCH BPYYHY
AS-Set Required / DE-CIX needs the customer AS-Set to build

Bumaraetbca the filter rules /
DE-CIX Bumarae, wo6 kopuctysad AS-Set
CTBOpPMB CBOI NpaBuna dinbTpauil

martians/bogons Will be
discarded /
Byae BiaxuneHo

5.2 BGP announcement validation

5.2 Banipauifs oronoweHHa BGP

BGP announcement provided by the
customer to the DE-CIX route server are
validated for security reasons. Databases
might be used for the route validation (e.g.
RADB).

Banipauis oronoweHHsa BGP, HapaHoro
KOopucTyBadem Ang cepBepa mapLipyTtuaauii
DE-CIX, 3giicHioeTbes 3 MeToto be3neku.
[nsa Banigauii mapLupyTnsauii MOXyTb
BUKOPUCTOBYBaTUCA 6a3n gaHux
(Hanpuknag, RADB).

5.3 Optional: communities

5.3 [HopaTtkoBo:rpynu

In addition to the one route server minimum
configuration, the Customer may elect to
control outgoing routing information directly
on the DE-CIX route server by joining
communities. Communities are processed by
the DE-CIX route servers by the following set

KpiMm  MiHiManbHOI  KOHQirypauii  ogHoro
cepBepa mapLupyTtu3auii, KopuctyBad moxe
BMBGpaTun yrnpasniHHA BUXIOHO iHGOopMaLieo
npo MapuwpyTmsadito 6esnocepeHb0 Ha
cepepi mapuwpyTtumsauii DE-CIX wnsxom
ob'eaHaHHa rpyn. [pynn o6pobnsawTbes
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of filter rules: cepBepamn  mapuwpyTtumsauii  DE-CIX 3a
HacTynHMM HabopoM npaBun QinbTpadii:
#/ | Action Community / Local
Ne | gis rpyna Preference /
JlokanbHa
nepesara
1 block announcement of a route to a | 0:<peer-as> 50
certain peer /
6r1o4He NoBIAOMNEHHSA NPO
MapLLpyT 4O NEeBHOro By3na
2 announcement of a route to a <route-server-as>:<peer-as>
certain peer /
NOBIAOMINEHHSI NPO MapLUpPYT 40
NeBHOro Byana
3 block announcement of a route to 0:<route-server-as>, no 0
all peers (monitoring only session) / | advertise, no-export
OGroYHe NoBIAOMITEHHS NPO
MapLUpyT A0 BCiX BY3MiB (TinbKn
KOHTPOSb CeaHcy)
4 announcement of a route to all <route-server-as>:<route-server- | 100
peers / as> (default if nothing set) /
NOBIAOMIEHHS NPO MapLUpyT 40 <route-server-as>.<route-server-
BCiX BY3riB as> (3a 3aMOBYYyBaHHAM, SKLLO
He BCTaHOBIEHO iHLUE)
The number and list of available communities | Yucno 1 nepenik JOCTYNHWUX Tpyn  MOXe
may vary between GlobePEER regions and | amiHIOBaTUCA B 3aneXHOCTi Big PErioHIB i
locations. Customers are kindly asked to | po3tawyBaHHS GlobePEER. Mpocumo
consult the location-specific documentation | kopucTyBayiB 3BepTaTUca 00 LOKYMeEHTaU;i,

1 June 2016, version 2.0/
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of existing communities, made available
upon request.

Npu3Ha4eHoI ans KOHKPETHOro
MICLIE3HaXOMKEHHA  iCHYyIOUMX  rpyn, ska
HagaeTbcH 3a 3annUTOM.

6. Blackholing

6. BnekxoniHr

Blackholing means diverting the flow of data
to a different next hop (the “Blackhole”)
where the traffic is discarded. The result is
that no traffic reaches the original destination
and hence hosts located within the
"blackholed" prefix are protected from
massive distributed denial of service (DDoS)
attacks congesting the connection from the
customer to DE-CIX. Thus blackholing is an
effective way of mitigating the effects of
DDoS attacks etc.

briekxoniHr — ue nepeagpecauisi MNOTOKY
AaHWX Ha iHWY, HACTYNHY TPaH3UTHY AINAHKY
(«HopHy mipy»), Oe BiObyBaeTbCsA CKMOaHHSA
Tpadiky. B pesynbTaTi Tpadik He pocsrae
BUXIOHOT TOYKM MPU3HAYEHHS!, | TOMY XOCTW,
SKi MaloTb npedikc GReKxoniHry, 3axuLeHi
Bi pPO3MO4ineHol aTtakm Tuny «BigmoBa B
obcnyrosyBaHHi» (DDoS), nepeBaHTaxytoumn
niHito 3B'A3ky Big kopuctyBadya o DE-CIX.
TakumMm YMHOM, ONEKXOMNIHI — edEKTUBHUN
cnocid nomM'akweHHa Hacnigkie atak DDoS i

T.0.

DE-CIX provides the technical infrastructure
to allow Blackholing to be set up and used by
customers. However, whether a certain
customer accepts “Blackholed” prefixes or
not is out of the control of DE-CIX.

DE-CIX 3abesnevye TEXHIYHY
iHpacTpyKTypy, sKa [o3Bongde
HanawTyBaTu OnekxoniHr 3 MeTOK Woro
BUKOPUCTaHHA  KopucTyBadamun.  OpHak,
NPUAHATTA abo HenpuuHATTS npedikcie
OneKxoniHry NeBHUM KOpPUCTyBayem He
BXOOMUTb B 30HY KOoHTponto DE-CIX.

6.1 Basic principle

6.1 bBasoBuM NpUHUMN

6.1.1 In standard conditions

6.1.1 Y ctaHaapTHUX ymoBax

Customers advertise their prefixes with a
Next Hop IP address belonging to their AS:

KopucTyBadi aHoHCyloTb cBOI npediken 3 1P-
a[pEeCol HACTYMHOI TPaAH3UTHOI QiNSHKK, WO
HanexuTb X Homepy AS:
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e |Pv4:/8<=and <=/24
e |PVv6: /19 <= and <= /48

9

DeE CIX

Where

networks

meet

o IPv4:/8 <=un<=/24
o |IPv6:/19 <=n<=/48

6.1.2 In case of DD0S

6.1.2 Y Bunagky 3 DDoS

Customers advertise their prefixes with a
unique DE-CIX-provided Blackhole next hop
IP address (BN):

KopuctyBayi aHOHCYTb CBOI npecdikcn 3
YHikanbHot, HagaHow DE-CIX IP-agpecoto
HacTynHol OINSAHKK

TPaH3UTHOI ans

onekxonixry (BN):

o |Pv4: /8 <= up to = /32 (if and only if
the BN is set)

o |Pv4:/8 <= go = /32 (SIKLLO i BUKITHOYHO
npw yctaHosLi BN)

o |Pv6: /19 <= up to = /128 (if and only
if the BN is set)

o IPv6:/19 <= po = /128 (sKwo i
BUKITIOYHO Npu ycTaHoBLi BN)

The standard announcement checks still
apply.

Mpwn 30iNCHIOETBLCS

nepesipka NoBiAOMIIEHHS.

LbOMY cTaHgapTHa

6.2 L2filtering

6.2 ®dinbTpaudia L2

e Blackhole next hop (BN) has a unique
MAC address (determined by ARP for
the BN IP address) e.g.
de:ad:be:ef:66:95

e HactynHa TpaH3uTHa fJindHka ans
6nekxoniHry/Blackhole next hop (BN)

mMae YHIiKanbHy MAC-agpecy
(Bu3HavaeTbca ARP-NpoOTOKONOM Ans
BN IP-agpecwm),

Hanpuknag:de:ad:be:ef:66:95

e ARP resolving for the Blackhole IP
next hop is currently served by the
host buoy.

e ARP-nportokon, AKUN
BMKopucToByeTbcs aAns Blackhole P
hop,

obcnyroByeTbcs Oyem xocTa.

next Ha [OaHMA  MOMEHT

e All edge nodes have a static entry for
the uniqgue MAC address

e  YCi rpaHu4Hi BYy3nNn MaloTb CTaTUYHUN
BXig onsa yHikanbHoi MAC-agpecu
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DeE CIX

Where
networks
meet

o Attack traffic is forwarded from the
customer to the service with the static
MAC address, traffic is denied
ingress. This results in attack traffic
not leaving the node through which it
enters the GlobePEER service and it
is discarded locally.

e Tpadik aTakm nepeagpecoByETLCSA
BiI KOpuCTyBaya OO cCepsicy i3
ctatnyHoto  MAC-agpecoto, Tpadik
Biaxungaetbcda. Le npumsBoguts [0
TOro, WO Tpadik aTakn He NPOXOauTb
BYy3051, 4epe3 SKMA BiH BXOOUTb VY
cepsic GlobePEER i Bigxunsertbcs
noKarnbHo.

6.3 Result

6.3 PesynbTart

As a result, all traffic to the attacked and
"blackholed" IP prefix is already discarded on
the incoming switch, and hence the victim's
resources (e.g. connection from customer to
DE-CIX) are protected.

B pesynbTtaTi BCi Tpadikn 3 IP-npedpikcamm
aTaku i BNEeKXoniHry BiOXWMMATBCA BXe Ha
BXOAi i, TakKUM YMHOM, 3aX1LLalTbCA Pecypcu
notepninioro (Hanpuknag, 3'€QHaHHsa  Big
kopuctyBada go DE-CIX).
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