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DE-CIX GLOBEPEER TECHNICAL
SERVICE DESCRIPTION

OMNMUCAHUE TEXHUYECKUX YCIYT DE-
CIX GLOBEPEER

l. GENERAL PROVISIONS

l. OBLUME NONOXEHUA

1. Overview, scope of application

1. 0630p, cchepa npuMeHeHUA

This document contains the Technical
Service  Description (TSD) for the
GlobePEER product. This TSD is part of the
DE-CIX contractual framework.

[aHHbIn  OOKYMEHT COAEpPXWUT onucaHune
TexHunyeckmnx ycnyr (TSD) npogykta DE-CIX
GlobePEER. [1aHHOe onncaHne TeXHUYEeCcKnx
yCnyr sIBMSIETCS 4acTblo [LOroBopHon 6asbl
DE-CIX.

This TSD shall apply only to the GlobePEER
product. The GlobePEER product may,
however, be a prerequisite for other DE-CIX
services. This document contains only
technical specifications and documentation.
Please consult the GlobePEER Special
Service Level Agreement (Special SLA) for
service levels.

[aHHOoe onucaHMe  TexXHUYEeCKUx  ycnyr
NPUMEHSIETCA UCKMIOYMTENBHO AN npoaykTa
DE-CIX GlobePEER. OgHako, npoagykt DE-
CIX GlobePEER MOXeT ObITb
npeaBapuTenbHbIM  YCNOBUEM ONS APYrUX
ycnyr DE-CIX. 3ToT OOKYMEHT CcoOepXuT
TONMbKO TEXHUYECKME XapaKTEPUCTUKU U
AoKymeHTaumo. NHdopmaums o6 ypoBHAX
ycnyr N3noxeHa B CneumanbHom
cornmaweHnn o6  ypoBHe ycnyr  Ans
GlobePEER.

2. Amendment

2. JdononHeHue

This document may be revised and amended
at any time pursuant to the provisions of the
DE-CIX Agreement.

JaHHbIN OOKYMEHT MOXeT ObITb
nepecMoTpeH 1 gonornHeH B nwboe Bpems B
COOTBETCTBUM C nonoxeHnsamu CornaweHus
DE-CIX.
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3. Product prerequisites

3. HDencrBylowme Ans npoaykKra
npeaBapuTenbHble YCNOBUA

The GlobePEER Product requires the
following DE-CIX products for its normal
operation:

Ona  HopmanbHOro - OyHKLUWMOHMPOBAHUSA
npoaykta GlobePEER HeobxoanMsbl
cnegywowme npoaykrel DE-CIX:

o DE-CIX Access (see Master SLA and
DE-CIX Technical Access Description
(TAD)) at any data center location
that allows a local or remote!

connection to  the  respective
GlobePEER region.

e DE-CIX Access (cm. OcHoBHoe
cornaweHve o6 ypoBHE vychyr u

OnucaHve TexHWYyecKoro AocTtyna
DE-CIX (TAD)) B nobom
MEeCTOMNONOXEHUU LeHTpa obpaboTku

OaHHbIX, KOTOPbIN obecneymBaeT

JIOKanbHYIO ¥ V.El,aJ'IeHH\/IO1 CcBA3b C

COOTBETCTBYIOLLLEro pernoHa
GlobePEER.

4.  Applicable standards

4, HenctByrowme ctaHgapThbl

Members' use of the DE-CIX network shall at
all times conform to the relevant standards
as laid out in STD0001 and associated
Internet STD documents.

Mpwn ncnonsszosaHuu cetn DE-CIX y4acTHUKN
BCerga [AOMKHbI cobniogatb
COOTBETCTBYIOLUME CTaHOAPTbI, U3MNOXEHHbIE
B STD0001 7] COOTBETCTBYHOLLYIO
AOKYMEHTauMIo No cTaHdapTam.

1 Some Exchange locations of DE-CIX are interconnected. At those locations customers can book the
access to the GlobePEER region at the remote location as an additional service, e.g., customers of DE-
CIX New York region can order the access to the DE-CIX GlobePEERFrankfurt region. / HekoTopble
3ameHsaemMble MecTtononoxeHns DE-CIX B3aumocssizaHbl. B Takux Mectax nonb3oBaTtenu MoryT
pe3epBupoBaTb AOCTYN K pervioHy GlobePEER ¢ yganeHHOro mMecTononoXeHust kak OOMONHUTENbHYH
YCRyry, Hanpumep, nonk3osaTenu pernoHa DE-CIX Hbto-Mopk mMoryT 3akasaTts gocTyn k pernoHy DE-CIX

GlobePEER ®paHkdypT.
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Il. DATA LINK-LAYER | ILI. KOH®UTI'YPALIUA YPOBHA
CONFIGURATION (ISO/OSI LAYER NEPEOAYN OAHHBIX (ISO/OSI
2) YPOBEHbD 2)

1. Bandwidth

1. Monoca nponyckaHus

Bandwidth of the GlobePEER product must
be explicitly configured if the agreed
bandwidth for GlobePEER differs from the
bandwidth of the access or bundle of
aggregated access, on which the
GlobePEER product is used.

Monoca nponyckanua npogykta GlobePEER
AOKHa NMETb YCTaHOBIEHHYO
KOHdpurypaumtio, ecnu cornacoBaHHas
nonoca nponyckaHna ans  GlobePEER
OTNMYaeTcss  OT  MONoCbl  MPOMyCKaHWs
AOCTyrna uWnM  nyvka  arpermpoBaHHOro
[OCTyna, Ha KOTOPOM UCMONb3yeTCs NPOayKT
GlobePEER.

2. Frame types

2. Tunbl KagpoB

The following general policies shall apply: MpumensitoTCS cneaywowme obuwme
NONNTUKMN:
Frame type (ethertypes)/ | Policy/ Enforcement /
Tun kagpoB (ethertypes) MNonutuka UcnonHeHue
0x0800 - IPv4
Allow /
0x0806 — ARP -
Pa3pewunTtb
0x86dd — IPv6
Strict — all frames other than
, allowed types are dropped /
All other types / Discard /
Ctporo - oTkugpiBaloTCA BCE
Bce apyrve tunel He yuutbiBaTb
Kagpbl, 3a WUCKNOYEHNEM
pa3peLleHHbIX
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3. MAC address configuration

3. KoHdurypauma MAC-agpeca

All frames forwarded to the GlobePEER
service shall have the same source MAC
address.

Bce «kagpbl, HanpaeneHHble Ansi ycnyru
GlobePEER, pomkHbl unMeTb TOT e
nexogHeln MAC-agpec.

4. Broadcast/Multicast Traffic

4, LLnpokoBewaTenbHbIn/
MHoroagpecHbIn TpadumkK

The following policies shall apply to

Cneaywowue MOnNUTUKA MPUMEHSOTCS  Ans

broadcast/multicast traffic LUMPOKOBELLATENTbHOMO /MHOroagpecHoro
Tpaduka
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Protocol / Policy / Enforcement /
MpoTokon Monutuka UcnonHeHue
Broadcast ARP (excluding
roxy ARP),
P y ) ) Allowed, but
multicast IPv6 Neighbor o
. rate limited to
Discovery (ND) /
. 1,000kbps /
LLinpokoBeLiatensHbIi
Pa3pelueHo,
ARP-npoTtokon (3a -
HO c
NCKITHOYEHUEM TMPOKCU-
orpaHuyYeHuem
ARP),
. CKopocTu Ago
MHOrOaApECHbIN MPOTOKOJT
) . 1000 k6uT/C
IPv6 Neighbor Discovery
(ND)
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All other types, i.e.
including, but not limited to:
- IRDP

- ICMP redirects

- IEEE802 Spanning Tree
- Vendor proprietary
discovery protocols (e.g.
CDP)

- Interior routing protocol
broad/multicasts (e.g.
OSPF, IS-IS, IGRP, EIGRP)
- BOOTP/DHCP

- PIM-SM

- PIM-DM

- DVMRP /

Bce gpyrue tunol, T.€.
BKIIKOYass, HO He
OrpaHN4YnBasCh:

- IRDP

- ICMP, nepeHasHayeHne
- IEEE802, cBasytowlee
AepeBo

- MNponpueTtapHble
NPOTOKOSbl OOHAPYXEHWS
MocTtaBwwka (Hanpumep,
CDP)

- BHyTpeHHuMe npoToKonsbl
MapLLpyTM3auuu,
LUMpOKoBeLlaTenbHble
/MHoroagpecHble
(Hanpumep, OSPF, IS-IS,
IGRP, EIGRP)

- BOOTP/DHCP

- PIM-SM

I\ AA

Discard /

He yuutbiBaTb

Discarded, unless specifically allowed /
He yuuTbiBaeTcs, ecnum OTAENbHO He
paspeLleHbI

D D
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. IP  LAYER  CONFIGURATION
(ISO/OSI LAYER 3)

. KOH®UIYPALUA IP-YPOBHS
(ISO/0S| YPOBEHb 3)

1. Interface configuration

1. KoHdurypauunsa nHrepcpenca

Interfaces connected to DE-CIX ports shall
only use IP addresses and netmasks (prefix
lengths) assigned to them by DE-CIX. The
assignment will be provided in writing (e.g.
email) during the provisioning process. In
particular:

MHTepdelicbl, nogcoeguHeHHble K nopTam
DE-CIX, wucnonb3ylT ucknouutesisHo |IP-
agpeca M Mackm cetu (onvHa npedukcos),
HasHadeHHble wuMm DE-CIX. HasHauyeHue
npegoctaeBndeTcd B MNUCbMEHHON dhopme
(HaNpmep, NO 3fEKTPOHHOM no4yTe) B

npouecce uHuumanusauun. B yactHocTu:
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Parameter /
MapameTtp

Policy /
Monutuka

Remarks /
MpumeyaHus

IP addresses (IPv4, IPv6),
including subnet mask for
your interfaces /
IP-agpeca (IPv4, IPv6),
BKJIHOYASA MacCKy NOACeTH

ans Bawwux nHtepdencos.

IPv4 required /
Heobxogum
IPv4

At least the IPv4 address has to be
configured /
Kak MuWHMMYM, HeobxoouMmo HacTpouTb
agpec IPv4

IP address of route
servers /

IP-agpec cepsepoB
MapLlpyT13aumm

Required for
credit claim /
Heobxoaum
ONsA NpeTeH3un
no KpeguTy

Configure at least one BGP session to
one route server to be able to claim
credits for the GlobePEER service.
Advertising routes are not a requirement.
/

HacTtpouTb, KaKk MWHMMYM, OOMH CeaHC
BGP ans ogHoro cepsepa
MapwpytmMsauun  ana  obecneveHus
NPpeTeH3nn no kKpeautam Ana  ycnyrm
GlobePEER. AHOHCUpYOLME MapLUpyThbI
He aBNATCa TpeboBaHNEM.

2.  Additional configuration parameters | 2. [ononHuUTenbHble napameTpbl
KoHdurypauumm
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Parameter / Policy / Remarks /
MapameTp MNonutuka MpumeyaHus
IPv6 addresses (link-local No auto- L
_ _ All IPv6 addresses must be explicitly
& global scope) / configuration / _
configured /
Appeca IPv6 OtcyrcTBMe
. | Bce appeca IPv6 pomkHbl ObiTb 4eTKO
(BHYTpUKaHanbHas u aBTOMaTU4eCKOM
HaCTPOEHDI
rnobanbHas obnacTb) KOHdUrypaumm

IPv6 address (site-local) /
Appec IPv6 (nokanbHbi
agpec Onsi ceTeBOoro yana)

Not allowed /
He paspeweHo

IPv6 site-local addresses must not be
used /

JlokanbHble agpeca IPv6 gns ceTeBoro
y3na He JOKHbl NCNONb30BaTbCS

Standard MTU /
CrangaptHbin MTU

Fixed size /
YcTaHOBNEHHbIN
pasmep

Standard IP MTU size must be explicitly
set to 1,500 Bytes, unless explicitly
agreed in writing. /

Pasmep IP-agpeca craHgapTtHoro MTU
JOImKeH ObITb YeTKo ycTaHoBreH Ha 1500
GanT, ecnun wnHOe He cornacoBaHo B
nUcbMeHHOM hopme.

3. Routing configuration

3.

KoHdurypauumsa maplupytmsaumm

The customer system’s routing configuration
shall include the following policies/settings:

KoHdurypaums MapLupyTu3aumm
Nnosfib30oBaTeNbCKOM  CUCTEMbI  BKIOYaeT
cnefyoLwme NonNnTUKU/HaCTPOMKMK:
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Parameter / Policy / Remarks /
MapameTp Monutuka MpumeyaHus
BGP Version / v.4only/
Bepcus BGP V. TONbKO V. 4
No AS numbers allowed from ranges reserved for
Public only / private use across the entire DE-CIX network. /
AS numbers
Tonbko HeT paspelieHHbIXx HOMepoB AS B AnanasoHax,
Homepa AS
nyonuyHbie COXPaHEHHbIX AN Y4aCTHOro MCMNONb30BaHUA BO
Bcen cetn DE-CIX.
Members may use more than one ASN for their
DE-CIX peering, provided that each ASN
presented shares the same NOC and peering
, contact details. /
Multiple ASN / Allow /
Y4yacTHMKM MOryT ucnonb3oBatb 0Gonee 0pHOro
Heckonbko ASN Paspewntb B
ASN pgna Bsaumopenctsua B cetn DE-CI, nipu
YCMOBUKW, 4TO Kaxablh npeactaBfeHHbin ASN
ncrnonb3yet TOT e NOC wun obmeHuBaeTcs
KOHTaKTHbIMW JAHHbBIMW.
. Maximum All routes advertised shall be aggregated as far as
Route advertising / _ _
aggregation / possible. /
AHOHCUpOBaHMe
MakcumanbHoe | Bce aHOHCMpOBaHHble MapLUpPyTbl arpermpyroTcs
MapLupyTa
arperMpoBaHuMe | 0O MaKCUMAarbHOro YPOBHSI.
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All routes advertised across the DE-CIX network
must point to the router advertising it, unless an
agreement has been made in advance in writing by

Route advertising — | Advertising _
DE-CIX and the members involved. /
target IP / router only /
Bce aHoHcupoBaHHble mappyTbl No cetn DE-CIX
AHOHCUpOBaHWe Tonbko
AOIMKHbI yKasbiBaTb Ha MapLupyTmM3aTop,
MapLupyTa - MapLupyTuM3aTop .
. AHOHCUPYIOLUMA UX, 3@ WCKMOYEHWEM Cry4aes,
ueneson IP-agpec | aHOHCUpOBaHUA . .
korga komnaHuen DE-CIX B NUCbMeHHOM dhopme U
3abnaroBpeMeHHO ObIfio COCTaBMNEeHO cornaileHune
C NpUBNeYEeHNEM Y4aCTHUKOB.
Publi All routes to be advertised in a peering session
- ublic . .
Route advertising — _ _ across DE-CIX must be registered in the RIPE
_ ) registration _ _ ,
registration / ired / database or another public routing registry. /
require
AHOHCUpOBaHMe k Bce mapwpyThl, nognexawme aHOHCMPOBAHWUIO B
Heobxoauma .
MapLipyTa - ceaHce B3aumopgenctena no DE-CIX, AOOMmKHbI
nyonu4yHasa
perncrpaumd pernctpupoBaTbcs B 6ase gaHHbix RIPE wunu B
perucTtpauus
APYroM OTKPbITOM peecTpe MapLupyTmu3aLumu.
IP address space assigned to DE-CIX peering LAN
IP-address space | With shall not be advertised to other networks without

advertising /
AHOHCUpOBaHMe
npoctpaHcTtea IP-
agpeca

permission only
/

Tonbko no
paspeLlueHuo

explicit permission of DE-CIX. /

lNpoctpaHcTBO IP-agpeca, HasHadyeHHoe DE-CIX
anss  B3aumogenctBuss ¢ cetbto  LAN, He
aHoHcupyeTca Ans Apyrux ceTten 6e3 SABHOro
paspeweHnda DE-CIX.
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DE-CIX advertised
routes / Accept /
AHOHcUpoBaHHble | MPUHATL
MapupyTbl DE-CIX

Bbl

You can safely accept any routes announced by
us, as all incoming advertisements are filtered
according to the configured policies. /

MoxeTte 6e3 konebaHunm npuHUMaTbL Bce
MapLUpyTbl, aHOHCUPOBAHHbIE HaMu, Tak Kak BCe
BXoAsAwmMe  oObaABNeHnss  UNbTpylTCs MO
HaCTPOEHHbIM MONUTMKAM.

4.  Traffic forwarding

4. Mepeapapecauuns Tpacduka

Traffic shall only be forwarded to a DE-CIX
member, if permission has been given by the
receiving member either:

Tpacdmk  nepeagpecoBbiBaeTCA TONBLKO
yyactHuky DE-CIX, ecnu npuHMmatowmi
YYaCTHUK nonyyun paspeLueHne nnbo:

e by advertising a route across the DE-
CIX network (directly or via the route
server)

e MyTEM aHOHCUPOBAHMSA MapLupyTa Mo
cetu DE-CIX (npsmMo wnu uyepes
cepBep mMapLupyTusauum),

o or explicitly in writing

e MO0 SIBHO B MMCbMEHHOWN hopme

5. Route server feature

5.  ®yHKUMA cepBepa MapLUpyTM3aLum

The DE-CIX route server system consists of
two servers running BGP. For normal
operation, only one is needed.

Cuctema cepBepa mapwpyTtusauumn DE-CIX
cocTouT "3 ABYX cepBepos,
yHKUMOHMPYOLWKUX No npoTokony BGP. [ns
HopmanbHoW paboTbl TpebyeTcs TOMbKO
OOMVH.

5.1 Minimum configuration

5.1 MwuHuManbHas KoHduUrypaumsa

In order for the DE-CIX measurements of the
route server feature to function, and thus for
a customer to be eligible for any credits, at
least one connection to one route server

Utobbl obecneuntb  (PyHKUMOHUPOBaHUE
n3mepeHun cepsepa maplipytudauum DE-
CIX n, Takum obpasom, obecneynTb npaso
nonb3oBaTtens Ha KpeauT, Kak MUHUMYM,
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must be set up with the following parameters: | gomkHo ObITb HaCTPOEHO OfHO
NnoaKmnoyeHne K ogHOMY cepsepy
MapLupyTM3auumn co cneaylowmmm
napameTpamu:
Parameter / Policy / Remarks /
MapameTp Monutuka MpumeyaHus
connection mode / Active / DE-CIX Side is configured as passive /
pexnm AKTUBHbIN CtopoHa DE-CIX HacTpoeHa kak naccuBHas

NoOKn4YeHnA

bgp enforce-first-as

Not allowed /
He paspeweHo

Enabled by default, must be disabled manually
/

AKTUBUPYETCA NO YMOMYaHUIO,
AeaKTUBUPYETCS BPYYHYIO

AS-Set Required / DE-CIX needs the customer AS-Set to build
TpebyeTca the filter rules /
DE-CIX TpebyeT, 4Tobbl nonb3oBaTenb AS-Set
cosgan ceou npasuna uneTpauumn
martians/bogons Will be
discarded /
ByaeTt
OTKINOHEHO

5.2 BGP announcement validation

5.2 Banupauusa oobasneHns BGP

BGP announcement provided by the

Banugaunsa obbasnenuns BGP,

customer to the DE-CIX route server are npenocTaBneHHOro nonb3oBartenem and

validated for security reasons. Databases cepBepa mapupytusaumm DE-CIX,

might be used for the route validation (e.g. OCYLLIECTBIISAETCS C LieNibio 6€30nacHOCTI.

RADB). [ns Banvaaunn mapwpyTtusaumum MoryT
ncnonb3oBaTbecs 6a3bl AaHHbIX (Hanpumep,
RADB).
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5.3 Optional: communities

5.3 [OonosnHuUTenbLHO: rpynnbl

In addition to the one route server minimum
configuration, the Customer may elect to
control outgoing routing information directly
on the DE-CIX route server by joining
communities. Communities are processed by
the DE-CIX route servers by the following set
of filter rules:

Kpome MnHMManbHOW KOHUrypauum ogHoro
cepBepa MapuwpyTusaumu, [lonb3oBaTtenb
MOXeT BblbpaTb ynpasreHne WucxoasLen

MHdopmaumen o] MapLUpyTM3aLum
HenocpeacTBEHHO Ha cepBepe
MapLupyTmsaumm DE-CIX nytem
ob6beanHeHus rpynn. Mpynnbl
obpabarbiBatoTcs cepBepamu

MapuwpyTtmusaumm DE-CIX no cnegyiowemy
Habopy npasun uneTpauun:
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#/ | Action Community / Local Preference
Ne | genctBue rpynna /
JlokanbHoe
npeanoyreHue
1 block announcement of a route to a | 0:<peer-as> 50

certain peer /
OroKMpOBKa aHOHCA MapLupyTa K
onpegeneHHoMy nupy

2 announcement of a route to a <route-server-as>:<peer-
certain peer / as>

aHOHC MapLupyTa K
onpeaeneHHomy nupy

3 block announcement of a route to 0:<route-server-as>, no 0
all peers (monitoring only session) / | advertise, no-export

GrokMpoBKa aHOHCa MapLupyTa Ko
BCEM Nupam (TONbKO KOHTPOIb

ceaHca)

4 announcement of a route to all <route-server-as>:.<route- 100
peers / server-as> (default if
aHOHC MapLupyTa Ko BCEM NMpam nothing set) /

<route-server-as>:<route-
server-as> (N0 ymMon4aHuio,
€Cnn He YCTaHOBMNEHO

Apyroe)

The number and list of available communities
may vary between GlobePEER regions and
locations. Customers are kindly asked to
consult the location-specific documentation
of existing communities, made available

Yuncno n nepeyeHb OOCTYMHbIX rPYNn MOXET
N3MEHATLCA B 3aBMCMMOCTU OT PErMOHOB U
mecTtopacnonoxeHms GlobePEER. [Mpocum
nonb3oBartenem obpaluartbcs K

AOKYMEHTauuW,  npegHasHayYeHHon — ans
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upon request. KOHKPETHOro MeCTOpPacronoXeHns
CYLLeCTBYIOLLNX rpynn, KoTopas

npenocTaBnseTcs no 3anpocy.

6. Blackholing

6. BrnakxonuHr

Blackholing means diverting the flow of data
to a different next hop (the “Blackhole”)
where the traffic is discarded. The result is
that no traffic reaches the original destination
and hence hosts located within the
"blackholed" prefix are protected from
massive distributed denial of service (DDoS)
attacks congesting the connection from the
customer to DE-CIX. Thus blackholing is an
effective way of mitigating the effects of
DDoS attacks etc.

BnakxonuHr - 3TO0 nepeagpecauus NoToka
OaHHbIX Ha ApYrown, cnegyrwmin TPaH3UTHbIN
yyactok ("YepHyto gbipy"), roe npoucxogut
cbpoc Tpaduka. B pesynbrate Tpaduk He
AOCTUraeT MCXOOHOW TOYKM Ha3HaYeHus, u
NMo3TOMYy  XOCTbl, uUMewwme  npedukc
OnNaKXonuHra, 3awulieHbl OT  MacCOBbIX
pacnpefeneHHblx aTtak Tuna "oTkas B
obcnyxusannn" (DDOS), neperpyxasi NMMHUIO
cBA3nM oT nonb3oBaTena k DE-CIX. Takum
obpasom, ONAKXONMUHT asndeTcs
3PP EKTUBHLIM crnocobom CMSArYeHus
nocnegcTemn atak DDoS n T.4.

DE-CIX provides the technical infrastructure
to allow Blackholing to be set up and used by
customers. However, whether a certain
customer accepts “Blackholed” prefixes or
not is out of the control of DE-CIX.

DE-CIX obecneymBaet TEXHNYECKYIO
NHMPACTPYKTYPY, KoTopas nossonset
HacTpouTb ON3KXONMWHI C  UEnbl  €ero
ncnonb3oBaHusa nonb3oBatenamu. OpHako,
NPUHATME UMW  HEMPUHSTUE  NpedUKCoB
GnaKXonuHra onpeneneHHbIM
nonb3oBaTenemMm He BXOOAUT B 30HY KOHTPONs
DE-CIX.

6.1 Basic principle

6.1 bBasoBbI/ NpMHUMUN

6.1.1 In standard conditions

6.1.1 B ctaHgapTHbIX YyCNOBUAX

Customers advertise their prefixes with a

lMonb3oBaTenu aHOHCUPYIOT CBOM NPedUKChbI
c |IP-agpecom cneaywowero TpaH3UTHOrO
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Next Hop IP address belonging to their AS:

yyacTka, npuHagnexalmm ux Homepy AS:

e |Pv4: /8 <=and <=/24

e |Pv4:/8<=un<=/24

e |Pv6:/19 <= and <= /48

e |Pv6:/19<=un<=/48

6.1.2 In case of DDo0S

6.1.2 B cny4ae c DDoS

Customers advertise their prefixes with a
unique DE-CIX-provided Blackhole next hop
IP address (BN):

Monb3oBaTenn aHOHCUPYIOT CBOU NPedUKCHI
C YHMKarnbHbIM, npegocTtaeneHHbiM DE-CIX
IP-agpecom criegywouwero  TPaH3UTHOro
y4yacTka ans 6nakxonuHra (BN):

o |Pv4: /8 <= up to = /32 (if and only if
the BN is set)

o IPv4:/8 <= po = /32 (ecnn wm
NCKITIOUYMTENBHO Npu yctaHoBke BN)

e |Pv6: /19 <= up to = /128 (if and only
if the BN is set)

e |PV6:/19 <= po = /128 (ecnn wu
NCKINIOYMTENBHO Npun yctaHoBke BN)

The standard announcement checks still
apply.

Mpn aTOM oOcyllecTBnsieTCa CTaHgapTHas
npoBepkKa coobLLeHNA.

6.2 L2filtering

6.2 dunbTpaumsa L2

e Blackhole next hop (BN) has a unique
MAC address (determined by ARP for
the BN IP address) e.g.
de:ad:be:ef:66:95

e Crnegyownin TPaH3UTHbIA  y4acTOK
ana 6nakxonudra / Blackhole next
hop (BN) umeeT yHukanbHbin MAC-
agpec (onpepenseTcs ARP-
npotokoniom ana BN IP-agpeca),
Hanpumep: de:ad:be:ef:66:95

e ARP resolving for the Blackhole IP
next hop is currently served by the
host buoy.

e ARP-npoTOKOn, ucnonb3yembln Anis
Blackhole IP next hop, Ha gaHHbIN
MOMeHT obcnyxunsaeTcsa byem xocTa.

e All edge nodes have a static entry for

. Bce rpaHn4HbIE y3nbl NMMerT
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the uniqgue MAC address

CcTaTMYecKMn BXo4 AN YHUKanbHOro
MAC-agpeca

o Attack traffic is forwarded from the
customer to the service with the static
MAC address, traffic is denied
ingress. This results in attack traffic
not leaving the node through which it
enters the GlobePEER service and it
is discarded locally.

e Tpaduk aTakM nepeagpecoBbiBaeTCs
OT nonb3oBaTens K CepBUCY CO
cratudeckum MAC-agpecom, Tpagumk
OTKINOHSIETCA. OTO NPUBOAMUT K TOMY,
YTO TpaduMK aTakM He NPOXOAMUT y3en,
yepes KOTOpbI OH BXOAUT B CEPBUC
GlobePEER n OTKINOHSIeTCA
noKarnbHo.

6.3 Result

6.3 PesynbTart

As a result, all traffic to the attacked and
"blackholed" IP prefix is already discarded on
the incoming switch, and hence the victim's
resources (e.g. connection from customer to
DE-CIX) are protected.

B pesynbtate Becb Tpapuk c IP-
npedukcamm  aTaku n  BnakxonuHra
OTKINOHSETCA YyXe Ha BXo4e, W, TakuMm
obpas3om, 3awmuiaTcs pecypcbl obbekTa
BO3AENCTBUSA (Hanpumep, coeauHeHue OT
nonb3oarens k DE-CIX).
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